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• causing a significant misappropriation of funds or economic resources, trade
secrets, personal identifiers, or financial information for commercial or competi-
tive advantage or private financial gain (for example, by stealing large quantities
of credit card information, trade secrets, or sensitive information).200

Theoretical Explanations of Cybercrime
Robert Taylor and his colleagues reviewed several theories to explain computer crime.201 
In this section, we highlight a few of these theoretical perspectives to illustrate how 
theories that have been applied to “traditional” types of criminal behavior can also 
explain more technologically advanced activities. Routine activities theory contends 
that when a motivated offender, a suitable target, and the absence of a capable guard-
ian converge, a crime will occur. With the rapid increase in use of computers as well as 
the Internet, the number of suitable targets has also increased. The insufficient software 
protection for these types of crimes reveals the absence of a capable guardian. Thus, 
“when motivated offenders are present, they make rational choices by selecting suitable 
targets that lack capable guardianship.”202 This also lessens the chances of an offender 
being apprehended.

Social process theories, such as learning theory and differential reinforcement theory, can 
help explain crimes committed by individuals who develop and spread computer viruses. 
A person needs to have a certain level of technical competency to write a virus. This often 
involves a process that includes learning how to write the code necessary to develop a 
virus. In most instances, this learning does not take place face to face; rather, many learn 
these skills through chat rooms, bulletin boards, or distance learning. There are also 
positive reinforcements involved with this type of activity, including the excitement of 
propagating the virus and infecting systems, “admiration” from one’s peer group, and 
possible financial gains. Negative reinforcements can include experiencing hostility from 

other virus writers and being wanted by law 
enforcement.203 Social structure theories, spe-
cifically strain theory, can be applied when 
attempting to understand Internet fraud 
schemes and corporate espionage. From this 
theoretical perspective, criminal behavior 
may be linked to blocked legitimate oppor-
tunities. Thus, individuals who engage in this 
type of criminal behavior could be considered 
“innovators”; they use illegitimate means to 
attain the conventional goal of success, usu-
ally measured by financial gain. Interestingly, 
Merton initially applied this theoretical per-
spective to explain blocked legitimate oppor-
tunities of those predominantly from the 
lower class. Contemporary strain theorists, 
however, have attempted to apply this per-
spective to those from the middle and upper-
middle classes. Specifically, individuals from 
higher socioeconomic classes may also enjoy 
a certain amount of success by perceiving 
that legitimate means to accumulating more 
wealth are blocked.204

1. _______________ hackers are individuals who violate computer
security essentially out of malice or for personal gain.

2. The _______________ method of Internet fraud occurs when a
victim removes his or her credit card to pay for merchandise and
the offender peers over the victim’s shoulder and memorizes the
card numbers.

3. Activities associated with _______________ include monitoring
e-mail communication; sending e-mails that threaten, insult,
or harass; and using the victim’s e-mail identity to send false
messages to others or to purchase goods and services.

4. The _______________ Act was established to address various
problems associated with the Internet, including piracy.
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